Abstract
Introduction
The advancing video streaming and wireless technology has made it possible to transmit more and more digital video signals through the wireless network. These developments have also made video data vulnerable to various attacks. To protect the business profit of video service providers and to promote the video streaming industry, looking for an efficient solution to meet the requirement and guarantee the performance has become a challenge for the industrial society.
The QoS of video streaming guarantee over wireless link has been fairly well studied in the literature [1] [2] [3] [4] . V. SUBRAMANIAN et al .analyzed the performance benefits and trade-offs of the reliability strategies (Hybrid ARQ+FEC) and derived expressions for the expected good put and overhead in terms of FEC wastage, latency, and residual loss for a given raw erasure loss process [1] . J. ZHOU et al. proposed a VCR implementation method, which is based on GOP fetching and variable frame rate, can effectively eliminate the dependency transmission and leads to optional transmission rate [2] . The studies of the literature [3] show that the influence of information at the link layer on the end-to-end delay and achieved bandwidth should be concerned. The different FEC error control technologies are considered to combat the different types of packet loss in the heterogeneous network in [4] .
However, there are some drawbacks in all these methods and research findings explained above. The influence of the information from the data link layer on the quality of video transmission is not concerned in [1] and [2] . How to predict the current network condition was ignored in [3] and [4] . The real-time performance of video streaming transmission is unconcerned in [4] .
The main idea is that the adaptive error control mechanism is introduced to reduce the round trip time (RTT) and the packet loss rate. At the network layer, the GM (1, 1) model is used to predict the packet loss rate. Then, the algorithm selects the optimal error control techniques, which includes FEC and ARQ, according to the current packet loss rate. As a result, we improve the reliability and real-time performance of video streaming over wireless link. The rest of this paper is structured as follows. In section II, the analysis of two different error control techniques will be explained. Section III proposed the GM (1, 1) model and elaborates on the approach i.e. AEC-GM. In section IV, we will present the results from the NS simulation analysis and obtain the conclusions from them. Finally, section V concludes this paper. 
Study of Erorr Control Techniques
There are two basic types of error control techniques in data communication: FEC and ARQ. In this section the advantage and disadvantage of them will be explained.
Performance with FEC
Forward Error Control (FEC) means using error correction algorithms to try and correct any error that was detected upon receiving a packet. So no acknowledgements are sent to the original sender and the packet will be truly lost when the error is uncorrectable. Using error correcting codes means that extra bits will have to be sent along with the packet. Adding the redundant bits to the packet is called encoding and likewise the actions performed at receiving side are called decoding. There are quite a few error correcting codes available that are useful in communication channels. Most prominent are the BCH codes, linear block codes and Reed-Solomon codes [5] . All the error correcting codes have a few parameters which define the strength of the error correction. To be able to correct more difficult error types, one must increase the strength of the code. A consequence is that more redundant bits will have to be added to the packet and the encoding and decoding will be more complex.
The advantage of FEC is that there are no time delays in the message flows or abounded small delay, considering the encoding and decoding operations, because there are no retransmits: every packet is sent only once between nodes. A disadvantage is that packets can get lost when the error correcting code is not strong enough to correct the error [6] .
Performance with ARQ
Automatic Repeat reQuest (ARQ) involves retransmitting damaged packets without trying to correct the errors. Every packet that was received correctly by a node in the network has to be acknowledged. This means that an acknowledgment (ACK) packet will have to be sent back to the original sender. If a sending node does not receive an ACK within a given time period, it will conclude that this packet was not correctly received and therefore will retransmit the whole packet. This procedure is repeated until an ACK is received by the sending side.
There are a couple of strategies in ARQ available. Go-Back-N and Selective Repeat are two ARQ strategies that increase complexity of the simple ARQ to maximize the throughput of a communication channel. Stop-and-Wait ARQ is the most basic version of ARQ. When a node waits for an ACK, it blocks and will not send any other packet in the meantime [7] .
The way of the acknowledgements are sent in ARQ can also differ. A way to send an ACK can be to create a whole new packet and send this as an acknowledgement back to the first sender. This is called active acknowledging. Another way is the passive acknowledging, which can be very well used in wireless networks. In a wireless network almost packets has to be forwarded through all nodes in the vicinity by means of a broadcast. Thus, this forwarded packet will arrive at the previous sender too. Hence, it knows that his packet was received correctly.
The main advantage of ARQ combined with passive acknowledging is that it produces no overhead in a non-error situation: every packet correctly received is forwarded through the network and simultaneously acknowledges the fact that is was received correctly. Other advantages are the relative simplicity of ARQ and the optimal throughput in non-error situations.
The main disadvantages of ARQ are the huge delays and retransmitting costs when an error occurs. When a packet was corrupted all participating sides have to wait on the timeout before the packet can be retransmitted. This can cause a huge delay, which may not be acceptable in certain networks where throughput is of uttermost importance. Therefore, sending packets or retransmitting ones has to be done as few times as possible [3] . 
Model of Adaptive Error Control Mechanism
According to the analysis of the advantages and disadvantages of FEC and ARQ in the section II, we propose an adaptive error control mechanism based on GM (1, 1) model, which is used to predict the packet loss rate of wireless network.
1. GM (1, 1) model
The Grey System Theory was first proposed by Deng Julong (1982) [8] , where this theory works on unascertained systems with partially known and partially unknown information by drawing out valuable information and also by generating and developing the partially known information. It can describe correctly and monitor effectively the systemic operational behavior [9] . Basically, the Grey System Theory was chosen based on color [10] . For instance, "black" is used to represent unknown information and "white" is the color used for complete information. Those partially know and partially unknown information is called the "Grey System Theory".
The Grey System Theory has been successfully applied to various fields and had made a success in analyzing uncertain systems that have multi-data inputs, discrete data, and insufficient data. Traditional prediction methods, such as Time Series, usually require a large amount of historical data and process a known statistical distribution in order to make an accurate assessment and prediction of the required parameters [11] . In contrast to the traditional prediction method, the main attributes of the grey theory, which is the core of the Grey Forecasting Theory, are that it does not need to make strict assumptions about the data set and it is used successfully to analyses uncertain systems that have multi-data inputs, discrete data, and insufficient data. These simplify data collection and allow for timely predictions to be made. Grey System Theory explores the law of subject's motivation using functions of sequence operators according to information coverage. It is different from Fuzzy Logic since it emphasizes on objects with definite external extensions and vague internal meanings. Table I shows the Grey Prediction Model compared to other traditional forecasting models. It can be seen that this model only requires short-term, current and limited data in order to predict a given value.
In this subsection we focus on the Grey Generating Function GM (1, 1), which are being used in grey prediction. The algorithm of GM (1, 1) can be summarized as follows.
Step 1: Establish the initial sequence from observation data. In this case, the data used is the previous values of the online auction closing price observed over time.
Step 2: Generate the first-order accumulated generating operation (AGO) sequence.
(1)
Step 3: The grey GM (1, 1) model.
Step 4: Solve the parameters a and b. 
Step 5: Create the prediction model.
Step 6: We use the average residual error for each set of data to calculate the accuracy of the predicted data.
Adaptive error control mehanism algorithm
AEC-GM refers to an adaptive error control mechanism based on GM (1, 1) prediction model which schedules the optimal error control scheme for every loss packet dynamically, in order to meet the high QoS requirement of wireless video data communication [12] . Figure 1 shows the model of AEC-GM.
Fig 1. Model of HH-FEC/ARQ
Lost_P refers to the lost packet. Every IP packet is stored in the queue at the network layer. When the IP packet is transmitted with the wireless link, some ones may be error or lost because of the unreliable and dynamic characteristics of wireless link, and then the sending side will predict the current packet loss rate (i.e. GM(Lost_Plr)) with the GM (1, 1) model at the network layer. There is one variable associated with the AEC-GM algorithm implementation: θ.. The variable represents the threshold of GM(Lost_Plr) value, which is used for the selection of FEC or ARQ.
If GM (Lost_Plr) belongs to the extent of (0, θ], FEC will be called to deal with the Lost_P. If GM (Lost_Plr) is larger than θ, ARQ will be called to deal with the Lost_P.
To one Lost_P, we add N-m redundant data packets decoded by block code FEC, e.g. ReedSolomon [10] . N is called the length of the code, which is the main parameter of FEC. At the data link layer, every data packet is divided into m data frames, which are stored in the queue. When the data frames are transmitted at the data link layer, some data frames may be error or lost because of the unreliable and dynamic characteristics of wireless networks [13] , then the sender will retransmit those data frames.
An IP packet is decoded if we correctly receive m or more data frames at the receiving sides. To be delivered to the destination, the m data frames have to be well decoded.
Thereby the IP packet, which the data frames belongs to, will be discarded. Let Pf denote the data frames loss probability.
According to formula (11), we can calculate the IP packet loss rate P*, that is
Here P* will be used in the analytical study in section III.
The receiving side acknowledges each data frames, either with a positive ACK or a NACK. On receiving a NACK, the sender retransmits the corresponding data frames immediately.
Let Nmax (Nmax = 1, 2, 3, 4…) denote the maximum number of retransmission, which is the main parameter of ARQ. Retransmission at the data link layer clearly improves the correctly received packet rate.
According to formula (13) and (14), we can calculate the value of P*. Additionally, we suppose that IP packets are lost independently of each other with probability p (Bernoulli model). The error process is only applied to data packets. ACKs of ARQ are supposed to cross the wireless link without being dropped given their small sizes. The focus is on how to improve performance of the reliability and to meet the performance quality of video streaming transmission in wireless network.
Performance evaluation
In this section, we use NS-2 to simulate, analyze and evaluate the performance of AEC-GM mechanism. The simulation environment is illustrated in Table I .
The video traffic trace used in the experiment is a clip from the movie "StarWarsIV" [14] . We study separately the effects of FEC, ARQ and AEC-GM on the video streaming performance with a clip of the simulation experiment, which is from 100sec to 300sec. The metrics of interest include packet loss rate, end-to-end delay. Fig. 2 (a) and (b) compares the packet loss rate and end-to-end delay between the simulation, the FEC techniques, the ARQ techniques and AEC-GM algorithm. The packet loss rate is obviously decreased as using FEC techniques, the ARQ techniques and AEC-GM algorithm as shown in Fig. 2  (a) . However, the drawback of FEC is that it consumes some extra bandwidth to transmit the redundant information. ARQ can obtain good performance, but it seems to be logical since FEC always consumes extra bandwidth, whereas ARQ consumes extra bandwidth only and increase the end-to-end delay when data packets are lost as shown in Fig. 2 (b) .
By comparing Fig.2 (a) and Fig. 2 (b) , we clearly notice that the AEC-GM mechanism is able to achieved better performance. The mechanism is based on GM (1, 1) This is used to predict the current packet loss rate. According to this, every lost data packet will be allocated an optimal error control techniques, in order to improve the reliability and round trip time of the wireless video transmission.
